NMHOOPMALUNOHHAA NAMATKA
ONAa ObYHAIOLWUXCA ANnA PASMELLEHUA

HA O®OULUUANIbHbLIX MHTEPHET-PECYPCAX

C KaXIIbIM TOZIOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, a IITKOJIHbHUKA
OJIHU W3 CaMbIX aKTMBHBIX MOJIb30BaTener Pynera. Mexny tem, moMUMO

OTPOMHOTO KOJIMYECTBA BO3ZMOXXHOCTEH, HHTEPHET HECET M MPOOIEeMBI. ITa
[MaMsTKAa JIOJDKHA [TOMOYb TeOe 0€30MacHO HaXOIUTHCSA B CETH.

KOMIIBIOTEPHBIE BUPYCBbI

KoMImibroTepHbIii BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTIIMYUTENBHONW OCOOEHHOCTBIO KOTOPOU SIBIIIETCS CIIOCOOHOCTH K PA3MHOKEHUIO.
B nononHeHue K 3ToMy, BUPYChl MOTYT OBPEIUTH WU OJHOCTHIO YHUUTOXKUTh
Bce (hailiibl ¥ JTaHHBIE, IOJKOHTPOJIbHBIE M0JIb30BATEIN0, OT UMEHU KOTOPOIo Oblia
3aIylIeHa 3apaXeHHasl IporpaMma, a TaKkKe MOBPEAUTh WIH JaXe YHHUTOXHUTh
OINEepalMOHHYIO CUCTEMY CO BceMH (paityiaMu B 11esioM. B O0JbIIMHCTBE CiIyyaes
PaCIPOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTob! 3a1UThI OT BPEIOHOCHBIX MPOTPAMM:

1. crionb3yit cCOBpeMEHHBIE ONEePAIIMOHHBIC CUCTEMbI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIMUTHI OT BPEJOHOCHBIX IIPOTPaMM;

2. IlocTostHHO ycTaHaBNMBail natuu (LIMGPOBBIE 3aMJIATKH, KOTOPbIE
aBTOMATUYECKH YCTAHABIMBAIOTCA C LIETBIO JOPAOOTKU MPOTrpaMMbl) U APyTHe

OOHOBJICHUS CBOEH OIepanmoHHON cucTeMbl. CKaunBail MX TOJIBKO C
odurmanpHOro caifra pazpadorunka OC. Ecnu cymecTByeT pexkum
aBTOMATHUYE€CKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3. PaboTail Ha cBOeM KOMIBIOTEPE O] TpaBaMu MOJIb30BATENS, a HE

aIMUHUCTPATOPA. DTO HE TTO3BOJIUT OOJBIIUHCTBY BPEJJOHOCHBIX MTPOTPaMM



MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonp3yii aHTUBHPYCHBIE TPOrPAMMHBIE MPOAYKThI U3BECTHBIX
IPOU3BOJIUTENEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub (pU3NUECKUI JOCTYI K KOMIBIOTEPY /17151 IOCTOPOHHMX JIULL;

6. Mcnonp3yil BHEIIHNE HOCUTEIN HH()OPMALIUY, TaKUE Kak (iemika, TUCK WIN
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKpBIBail KOMIIbIOTEpHBIE (HaliIbl, TOTYUYEHHBIEC U3 HEHAIEKHBIX
MCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpbIE MpUcIan TBOW 3HAKOMBIN. Jlyumie yrounu

Y HCIr'o, OTIIpaBJIsAI JIU OH TeOe ux.

CETHU WI-FI

Wi-Fi - 510 He BU NIepeiayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIITL OPEH/I,
Mapka. Emie B 1991 roay Hunepnanackasi KOMIaHus 3aperucTpupoBaia OpeHa
"WECA", uro o603Hauano cioBocoderanue "Wireless Fidelity", koTopsrii
MEePEeBOAUTCS Kak "OecpoBOAHAS TOUHOCTD'.

Jlo Hailero BpeMeHHu Jo1iia Apyrast ab0peBuaTypa, KOTopas SBISETCS TAKOM ke
TeXHoJIorHer. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO TaHO ¢ HAMEKOM

Ha CTaHAapT BhICIIeH 3BykoBOM TexHuku Hi-Fi, uTo B nmepeBoje o3Havaer
"BBICOKAsi TOYHOCTB'".

Ja, OecrinaTHBIM MHTEPHET-A0CTYH B Kae, OTENSIX U adpoIopTax sABIsSETCS

OTJINYHOM BO3MOXKHOCTBIO BBIXOJa B MUHTEpHET. HO MHOTHE SKCTIEPThI CUMUTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He sBIsitoTcst 0€301acHbIMU.

CoBeTbl 110 0€30MacHOCTH PaOOTHI B 00IIEIOCTYHBIX ceTsax Wi-fi:
1. He mepenagrait cBoro TuuHyto HHGOpMAaIKio yepe3 oomeaocTynHbie Wi-Fi

cetu. PaboTas B HUX, )KeJaTeIbHO HE BBOJUTH MapOJIH JOCTYIa, IOTUHBI U KaKhe-
TO HOMEPA;

2. Ucnionb3yi 1 OOHOBJISIH aHTUBUPYCHBIE TPOrpamMMbl U Opanamayep. Tem



caMbIM Thl 00€30MacHIIb ce0s1 OT 3aKaYKH BUPyCa HA TBOE YCTPOUCTRO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun pyukuuio "O6muit 1ocTym K daiinam u
npuHTepaM". JlaHHasT PYHKITUS 3aKpHITA TT0 YMOITYAHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe win yueoe;
4. He ucnions3yit nmyonuunsiii WI-FI 1715 nepenaun TMUHBIX JaHHBIX, HATPUMED
JUIS1 BBIXO/IA B COLIMAJIBHBIE CETU WM B AJIIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tosbko 3amuiieHnoe coequuenne uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B mo6uisHOM Tenedone otkimoun GyHkiuio "Tlogkmouenne k Wi-Fi
apTroMarnuecku'. He gomyckaii aBTOMaTUYECKOrO MOJIKIIOYEHUS YCTPOMCTBA K

ceraM Wi-Fi 6e3 TBOero corJjiacus.

COLIUAJIBHBIE CETH

CoumasibHbIE CETH aKTUBHO BXOJSAT B HAITy KM3Hb, MHOTHE JIIOJIU PA0OTAIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUAJUTHAP.T YETTOBEK,
YTO SIBJISIETCS] OJHOM CEAbMOM BCEX KUTEJIEH IUIaHEThl. MHOTHE MOJIb30BaTEIN HE
MOHUMAIOT, YTO UH(pOpMAITUs, pa3MEIIeHHAs UMH B COITUATBHBIX CETSIX, MOXKET
OBITH HaliZieHa U UCIIOJIb30BaHa KEM YTOJHO, B TOM YHCIIE HE 00513aTENIBHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHEBIE COBETBI IO O€30IMACHOCTH B COI[UANIBHBIX CETAX:

1. Orpanuyb crUcoK Apy3eil. Y Te0st B Ipy3bsiX HE TOJKHO OBITh CITyYailHbIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBOr 4acTHYIO *Hu3Hb. He yka3wiBaii maposu, Teaedonsl, aapeca,

JaTy TBOETO POKICHUS U JPYTYIO JUUHYI0 HHPOPMAUIO. 37I0YMBIIIICHHUKH
MOTYT HCIIOJIb30BATh Jake HH(POPMALIMIO O TOM, KaK Thl U TBOU POJUTENIN
IJIAHUPYETE TPOBECTU KAaHUKYJIbI;



3. 3amuiaii CBOIO peryTaltIo - JEP’KU €€ B YUCTOTE U 3a/1aBaii cebe BOIpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE TTOJIH30BATEH BUACIH, YTO ThI 3aTPy’KaeIilb?
[Toxymaii, mpeskie 4eM 9To-TO OImyOJUKOBaTh, HAITMCATh U 3arPYy3UTh;

4. Ecnu ThI TOBOPHIIIB C JIFOJIBMU, KOTOPBIX HE 3HACIIIH, HE UCIIOJIb3YH CBOE
peasibHOE MMSI M IPYTYIO JTMYHYI0 HHPOPMAITUH: UM, MECTO KUTEIIbCTBA, MECTO
y4eOBI U TIpovee;

5. N3beraii pazmemnienus hotorpaduii B UHTEpHETE, T1Ie THI H300pakeH HA
MECTHOCTH, IT0 KOTOPOI MOKHO OTIPECITUTh TBOE MECTOTIOIOKCHHE;

6. [Ipu peructpaii B COIMAIBHON CETH HEOOXOIMMO MCIOIB30BaTh CI0KHbBIC
MapoJIu, COCTOSIIME U3 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. JAJist conMaabHOM CeTH, TTOYTHI M IPYTUX CAaHTOB HEOOXOIMMO MCIIOJIb30BaTh

Pa3HBIC I1APOJIH. Torapa eciu TeOs B3JIOMArOT, TO 3JIOYMBIIIJICHHUKHU I10JIy4aT
AOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC Cpa3y.

JJIEKTPOHHBIE JEHbBI'N

DJEeKTpOHHBIE JEHBIU - 3TO OYEHb YA00HBIN CIOCO0 IMIaTeeH, OJHaKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JIEHBIH.

DNEeKTPOHHBIE JEHBIH MOSBUWINCH COBCEM HEJJABHO U UMEHHO HM3-3a 3TOT0 BO
MHOTHX TOCYAapCTBax 0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHr pyHKIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, II€ UX
pa3lesaoT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE M HE AHOHUMHBIE. PazHuIa B TOM,
YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcsi MpOBOJUTH ONepanuu 6e3
UACHTU(UKAIINY [TOJIB30BATENS], @ B HEAHOHUMHBIX WACHTU(DUKAIMS T0Ib30BaTENs
SBIIIETCS 005A3aTEIBHOM.

Takoke ciaenyer pa3ianyarh 3JIEKTPOHHbIE (PUATHBIE AEHBIH (PaBHBI

roCyJapCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHbBIE HEe()UATHBIE ICHBIU (HE PaBHBI



rOCy/AapCTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI 110 0e30MacHoi paboTe ¢ ANEKTPOHHBIMU JCHbraMU:

1. ITpuBsiku K cueTy MOOUIIBHBIN Tese(oH. DTO caMblid yI0OHBIN U OBICTPBIN
cr0c00 BOCCTAaHOBUTH JAOCTYII K cueTy. [IpuBsi3anHbIl Tene)OH MOMOXKET, €CIIn
3a0y/iellb CBOM IUIATEXKHBINA ApOJIb UIIH 3aiiI€1b Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonbp3yi ogHOpa3oBeie napoiu. [locne mepexona Ha yCHIIEHHYIO
aBTOpHU3aIMIO TeOe y)Ke He OyJeT yrpoKaTh OMAaCHOCTh KPaXXu HITK TiepexBaTa
IUIATEXHOTO MapoJIs;

3. Beibepu cnosxHblIi naposs. [IpecTynHukaM Oy1eT He POCTO yrajaaTh
CJIO’KHBIN napoiib. HazsexxHple mapoiu - 3To naposiu, KOTOpPbIE COJIEPKaT HE MEHEE

8 3HAKOB U BKIIIOYAIOT B C€0Sl CTPOYHBIE M IIPOITUCHBIE OYKBBI, IIU(PHI U
HECKOJIBKO CHMBOJIOB, TAKHME KaK 3HaK Joju1apa, (yHTa, BOCKIULATENbHbINA 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.

JJEKTPOHHAS ITOYTA

DNEeKTPOHHAS TIOYTA - 3TO TEXHOJIOTHS U IPEAOCTABISIEMBIE €10 YCITYTH MO
MEPECHUIKE U TOJYYSHHUIO AIEKTPOHHBIX COOOIEHU, KOTOPHIE PACTIPEICIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO JIEKTPOHHBINM MOYTOBBIN SIITUK BBITJISIAT
CJICAYIOIIMM 00pa30oM: UMsI_TOJb30BaTEIA(@UMs_JoMeHa. Takke KpoMme nepeaadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh TIepeiaBaTh (hauJibl.

OcCHOBHBIE COBETHI IO 0€30MaCHOM PadOTE C IIECKTPOHHOU MOYTOM:

1. Hamo BeIOpaTh MpaBWIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIIA
BBIOOp OECIIATHBIX MOYTOBBIX CEPBHUCOB, OAHAKO JIYYIIIE JJOBEPSITh TEM, KOTO

3HACLIb U KTO MEPBBIM B PEUTUHTE;



2. He yka3piBail B TUUHOM nouTe TU4HYyI0 nHpopManuto. Hanpumep, mydie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Hcnonb3yit ABYX3TAMHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MapoJsi HyKHO
BBOJUTH KOJ, IPUChUIaeMbIid 0 SMS;

4. BeiOepu c0XKHBIN Maposib. st Kaxka0ro MOYTOBOIO SIIMKA I0JKEH ObITh
CBOM HAJICKHBII, YCTOWUHUBBIN K B3JIOMY T1apOJib;

5. Ecimm ecTh BO3MOXKHOCTB HaIMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIb3YH
ATy BO3MOXHOCTB;

6. Mcnosib3yil HECKOJIKO MOYTOBBIX SIIMKOB. [IepBhIil 111 4aCTHOM MEPENUCKU
C aagpecaTaMu, KOTOPBIM Thl JOBEPSEIIb. DTO SJIEKTPOHHBIN aJIpeEC HE HAJO
UCII0JI30BATh NIPU PErUCTpalui Ha (opyMax u cailTax;

7. He oTkpbiBail (haiiibl U Apyrue BIOKEHUS B MUChMaXx, JaKe €CJIM OHU MPUIILITU
OT TBOMX Jipy3ei. Jlydille yTOUHM Yy HUX, OTHPABJISIIN JIM OHU TeOe 3TU (ailibl;

8. [Tociie okoHYaHMs pabOTHI HA TTOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJIKH

c caiiToM He 3a0yb HaKaTh Ha "BeriTu".

KubepOymuHT nin BUPTyaabHOE U3EBATEIHCTBO

KubepOymuHr - peciaegoBaHrue COOOICHUSIMU, COAEPKAIIMMU OCKOPOJICHHUS,
arpecculo, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE C TOMOIIBIO
Pa3JIMYHBIX HTHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYITUHTOM:

1. He 6pocaiics B 60ii. JIydmuii crmoco0: mOCOBETOBATHCS Kak ceOst BECTH H, €CITU
HET TOTO, K KOMY MOXKHO 00paTUThCS, TO BHaUalle yCIOKOUTHCS. ECiii Thl HaYHeIb
OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJIHKO €IIle OOJIbIIE Pa30kKKEITb
KOH(JIUKT;

2. Yupasnsii cBoe kubepperyTaiue;



3. AHOHUMHOCTb B ceT MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He cTout BecTu XyJIUraHCKuil 00pa3 BUPTyalbHOI ku3HU. HTEpHET
(¢uKcupyeT Bce TBOU ACHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJIeT KpaiiHe
3aTpyAHUTEIIBHO;

5. Cobmroali CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enMHUYHBIN HeraThuB. OHOPA30BbIE OCKOPOUTEIHHBIC

COOOIIEHHUSI JIydIlle ITHOPHUPOBaTh. OOBIYHO arpeccusi mpeKpamiaeTcs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COILIMAJIBHBIX CETSIX €CTh BO3MOXXHOCTH OJIOKUPOBKU OTIPABKU COOOIICHUH C
OMPEICIICHHBIX aJPECOB;

8. Eciu ThI cBUeTENb KNOEPOYIuHTa. TBOM ACHCTBUS: BHICTYIUTH MPOTUB
npecieaoBaTeNs, oKa3aTh EMy, YTO €r0 JCHCTBUSI OLICHUBAIOTCS HETATUBHO,
MOAACPKATh JKEPTBY, KOTOPOH HYKHA TICUXOJIOTMYECKasi TOMOIIb, COOOIIUTh

B3pOCJBIM O (haKTe€ arpecCUBHOTO MOBEICHHS B CETH.

MOBHWJIBHBINA TEJJE®OH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
(GyHKIIMOHAM, U TeEPh OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
KoMIibroTepamMu. OTHAKO, CPEICTB 3AIUTHI JJISI IOJOOHBIX YCTPONUCTB MOKA OYCHb

MaJio. TecTupoBaHKE U TOMCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK
MHTEeHCUBHO, Kak s [1K, To ke camoe kacaeTcss 1 MOOMJIBHBIX IMPUIIOKCHHUH.

CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl yiKe MPAKTUUECKH IOTHAJIM HACTOJIbHBIS
aHaJIOTH, OJTHAKO pacimupeHue GyHKIMOHAIA BIIEUET 32 COO0N OOJBITYIO

CJIOXHOCTDb U MCHBIITYTO 3aIlMUIIICHHOCTD.



JlaJieko He BCe MPOU3BOINUTEH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIIIHE
KPUTHYCCKHE YSI3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIBLHOTO TenedoHa:

1. Huuero He ABJSIETCS MO-HACTOSIIEMY OeCIIaTHBIM. Byib 0cTOpOIKEH, BEIb

Korja Tebe mpeaIaraT OecIIaTHBIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUTATHBIC YCIYTH;

2. Qymaii, npexzae ueM oTnpaBuTh SMS, hoTo unu Buaeo. Thl TOYHO 3HACIID,
r7ie OHU OYIyT B KOHEYHOM HUTOTE?

3. HeoOxoaumo OOHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4. Vicnonp3yii aHTUBUPYCHBIE TPOTrPaMMBbI 111 MOOMIIBHBIX TeNe()OHOB;

5. He 3arpy»aii mpuiioKeHus: OT HEU3BECTHOIO UCTOYHHKA, BEJIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

6. [Tocie Toro Kax Thl BHIWJEIIH C CANTa, T/I€ BBOJUII JIMUYHYIO HH(OpMAIHIO,
3aiiin B HACTPOIKK Opay3epa U yaanu cookies;

7. Ilepuoauuecku mpoBepsii, Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JlaBaii cBOi1 HOMep MOOMIIBHOTO TeiedOHa TOIBKO JIFOASM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSECIIb;

9. Bluetooth momkeHn ObITH BRIKITIOUEH, KOTJIA Thl UM HE TIoJib3yenibes. He

3a0bIBail MHOTIa TPOBEPATH 3TO.

ONLINE UI'PbI
CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,

00BEIUHAIONINE COTHHU THICAY UEJIOBEK 10 BceMy Mupy. Urpoku uccnemayror
JAHHBIN UM MUp, OOLIAIOTCS IPYT C APYTOM, BBIMOJHSIOT 3aaHUs], CPAKAIOTCS C
MOHCTPaMH U MOJYYAOT ONBIT. 38 yAOBOJBCTBUE OHU IIJIATAT: MMOKYNAKOT JUCK,
OIUIAYNBAIOT



aOOHEMEHT WU MPUOOPETAIOT KaKHe-TO OMIIHH.

Bce atu cpencTBa uayT Ha NOAAEPKaHUE U PA3BUTHE UTPBI, @ TAKKE HA camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI AaBTOPU3ALIMH, BHIITYCKAIOTCS HOBBIE
naTyu (Lu@poBbIe 3aMIaTKU ISl IPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B nogo0HBIX Urpax CTOUT OMAacaThCsA HE CTOJILKO CBOUX COIEPHUKOB, CKOJIBKO
Kpa)Xu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3allUU OOJIBITMHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKAYHTA!

1. Eciu apyroit urpok BeneT ceOs MI0X0 WIH CO37aeT TeOe HEPUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxanylics agMUHUCTPATOpPaM UI'PhI Ha IUIOXOE NOBEACHHUE 3TOT0 UTPOKA,
KeNaTeJIbHO MPUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii TuuHy0 HHPOPMALIHIO B IpO(daiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He yctanaBnuBaii HeopuIMaabHbIC TATYH U MOJIBI;

6. Mcrionb3yil CI0KHBIE U Pa3HbIE APOJIH;

7. JJaxke BO BpeMsl UTPbl HE CTOUT OTKJIFOUaTh aHTUBHpPYC. [IoKa Thl urpaes,

TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUILIMHI" UJIN KPAKA JIMYHBIX JAHHBIX

OOBIYHOM KpaXKkel IeHEeT W JOKYMEHTOB CETOHS Y>K€ HUKOTO HE yAUBUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIILICHHUKU MEPEMECTHUINCH B UHTEPHET,
U TIPOJIOKAIOT 3aHUMATHCS "TIOOUMBIM'" 1€JIOM.

Tak nosiBUsIach HOBas yrpo3a: MHTEPHET-MOIIICHHUYECTBA WJIK (DUIITUHT,

riraBHas Oejib KOTOPOIro COCTOUT B ITOJIYUCHHUU KOH(i)I/II[eHLII/IaIIBHBIX JaHHBIX



MOJIb30BaTeNIeH - TOTMHOB M napoJield. Ha anrnuiickom si3bike phishing uutaercs
KaK

¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OCHOBHBIE COBETHI 110 00pbOE C PUIIMHTOM:

1. Cnienu 3a cBouM akkayHTOM. Eciu ThI TO103peBaeliib, YTO TBOSI aHKETA ObLIa
B3JIOMaHa, TO He00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aAMUHHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yit 6e30macHbie B€O-CaliThI, B TOM YUCJIC, UHTEPHET-Mara3nHoB U
TIOMCKOBBIX CHCTEM;

3. Hcnonb3yit ClOKHBIE U pa3Hble apoiu. Takum oOpa3zoM, eciu Teds
B3JIOMAIOT, TO 3JI0yMBIIUIEHHUKU NOJy4aT AOCTYI TOJBKO K OTHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B310MalH, TO HEOOXO0AUMO NPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX,

KOTOPLBIC I[O6aBJIeHI>I y TeOS B APY3biX, O TOM, 4TO TeOs1 B3JIOMaIn Hu, BOBMOXHO,
OT TBOCTO UMCHH 6yI[CT pacChllIaThCA CllaM U CCBIIIKW Ha (1)I/IH_II/IHFOBBI€ CaﬁTBI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;
6. OTKIII0YM COXpaHEHUE Maposis B Opaysepe;
7. He oTKpbIBaii (paityibl U ApyTHE BIOKEHUS B TUChMAX, JIa)K€ €CJIM OHU TIPUIILITN

OT TBOUWX Jipy3el. Jlydiie yTouHu y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (halIbl.

IHHUDPPOBASI PEITYTALIUSA

[{udposas penyTramms - 3TO HETaTUBHAS WJIM TTO3UTUBHAS HHPOPMAIIHS B CETH

o tebe. Kommpomerupyrtormast uHbopmarius, pasmMerieHHas B UHTEPHETE, MOKET
CEphE3HBIM 00pPa30M OTPA3UTHCs Ha TBOEH peanbHOMU xu3HU. "[{udpoBas
penyTtanus" - 3TO TBOM UMUK, KOTOPBIN (hopMmupyeTcs u3 nuapopmaiuu o Tede B

WHTEPHETE.



TBOE MECTO KUTEIBCTBA, YueObl, TBOE (PMHAHCOBOE TIOJIOKEHHUE, 0COOCHHOCTH
XapakTepa 1 paccKasbl 0 OJM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noapoCTKH JErKOMBICIIEHHO OTHOCSITCS K ITyOJIMKAUU JIMYHON
uHpopMaluu B IHTEpHETE, HE MOHUMast BOZMOXKHBIX MOCIEACTBUI. Thl 1axe He
CMOJKEIIb J0rafaThbCs 0 TOM, 4To GoTorpadus, pa3MelieHHas S5 JIeT Ha3aj, crajia
NPUYMHON OTKAa3a NPUHATH TeOs Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue 1eMCTBHUs MOTYT HE

HCYC3HYTDH AaKC ITI0CJIC TOI'0, KaK Thl UX YAAJIUIIb. To1 HE 3HACIlb, KTO COXPaHNJI
9Ty I/IH(l)OpMaLII/IIO, IornaJia JIJM OHa B ITIOMCKOBBIC CUCTCMbI U COXpPAaHWJIACh JIK OHA, 4

[JIABHOE: YTO MOAYMAIOT O Te0e OKPYKAIOILIUE JTIOAN, KOTOPbIE HAMTYT U YBUIAT
3T10. Hailtu nHopmaiinio MHOTO JIET CIICTSI CMOKET JIF000H - Kak U3 100pbIX

noOyXA€HU, TaK U C HAMEPEHUEM IPUUUHUTH BPed. ITO MOXKET OBITh KTO
YT'OJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM peryTaLUU:

1. ITogymaii, mpexxie YeM 4To-To MyOJIMKOBATh U NIEpeiaBaTh y ce0s B Oyiore
WJIN B COIMAJILHOM CETH,

2. B nactpoiikax npoduiig yCTaHOBH OTPaHUYEHHUS HA IPOCMOTP TBOETO
poduIs U €ro COASPKUMOTr0, ¢liesiail ero TOJabKO "I aApy3eit”;

3. He pa3memnaii u He yka3biBail HH(MOPMAITUIO, KOTOPAst MOXKET KOTO-TH00

OCKOPOJISITh WJIH OOMXKATh.

ABTOPCKOE ITPABO

CoBpeMeHHbIE MKOJLHUKH - aKTUBHBIC MOJIH30BaTEIU ITU(POBOTO
npoctpancTBa. OHAKO AAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHUE MHOTUMU
BO3MOKHOCTSIMU ITU(GPOBOTO MHUpa TpeOyeT COO0IeH S TTpaB Ha

MHTEJUIEKTYJIbHYIO0 COOCTBEHHOCTb.



TepmuH "WHTEIIEKTyalIbHAsE COOCTBEHHOCTH'" OTHOCHUTCS K Pa3INIHBIM
TBOPEHHUSIM YEJIOBEUYECKOTIO YMa, HAUYWHAs C HOBBIX U300PETEHUI U 3HAKOB,
0003HavYaIOMUX COOCTBEHHOCTh HA MPOAYKTHI U YCIIYTH, U 3aKaHYNBasi KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSMU.
ABTOpCKHE ITpaBa - 3TO MIpaBa Ha MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTD Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPhl U HCKYCCTBA. ABTOPCKHE MPaBa BbICTYNAIOT B
KaueCTBE TapaHTHH TOTO, YTO WHTEIUICKTYaIbHBIN/TBOPUECKHUN TPY1 aBTOpa HE
OyJeT HapacHbBIM, AACT EMY CIIPaBEeIJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3yabpTaTax CBOEro Tpy/ia, MOJIyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
pa3pelIeHUs] aBTOpa HE MOKET BOCIIPOU3BOIUTH €TI0 TPOU3BEICHUE,
pacmpocTpaHsTh, MyOIUYHO JEMOHCTPUPOBATH, MPOAaBaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MMyOJIMYHO UCTIOIHATh, IOKA3bIBATH/UCIIOIHATD B dUpE WU
pasmemats B MHTEpHETE.

Hcnonp3oBanue "muparckoro” mporpaMMHOTO 00eCIIeUeHUsI MOXKET MPUBECTH K
MHOTHM PUCKaM: OT MTOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKH TBOETO

YCTPOMCTBA, I/I€ YCTAHOBJICHA HeJleralibHas mporpamma. He crout takxke
3a0bIBaTh, UTO CYIIECTBYIOT JIeTaJIbHbIE U OCCIIaTHBIE IPOrPaMMBbI, KOTOPbHIE
MO>KHO HAaUTH B CETH.

O ITOPTAJIE

CeteBUUOK.p( - TBOM TJIABHBIN COBETYMK B CETU. 31€Ch Thl MOXKEIIIb Y3HATh O
0€30MacCHOCTH B CETH MOHSATHBIM U JOCTYMHBIM SI3bIKOM, a IIPU BO3HUKHOBEHUU
KPUTHUYECKON CUTYaIIMH OOPATUTHCS 32 COBETOM. A TakKe MPUHSThH y4acThe B

KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpakIaHUHOM !



